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Trace Assure Program
Identity Theft Prevention that Works!

Achieves Compliance

to FFIEC Mandate for 

Internet Bank 

Authorization published

10/13/2005

Protects companies 

and their customers 

from Internet Fraud 

and  Identity Theft

Free to download both 

the TraceAssure toolbar 

and Two-Factor

Authentication plug-in

Easy to set up & easy

to use, TraceAssure

supports all major

opeating systems and

works seamlessly with

most online applications

See the right sites, as 

TraceAssure blocks 

potentially malicious

sites while you add

allowed sites to your

Approved list

Benefits:

Financial institutions worldwide have embraced Inte rnet applications and phone 

banking for corporate, business, and retail use, al lowing them to reduce costs and 

serve customers better.

However, rising incidence of account hijacking and identity theft has created a 

challenge for financial institutions that want to s ecure their data but still allow clients to 

conduct transactions online. The TraceAssure Progra m can help you with:

TraceAssure Toolbar

Provides protection from malicious phishing, spear phishing, pharming, and man-in-

the-middle attacks. The toolbar contains the follow ing capabilities:

 TraceAssure Site Authentication

 TraceAssure Two-Factor Authentication

 TraceAssure Pop-up Blocker

TraceAssure Authentication Server

Enables strong two-factor authentication that can s ignificantly help increase the 

security of user authentication at a lower cost and  with little impact on the user when 

compared with traditional methods. The TraceAssure Server works in conjunction with 

the TraceAssure Toolbar for strong and complete aut hentication.

TraceAssure Training

TraceAssure Training provides on-demand, customized  awareness training for your 

employees and customers. The training portal includ es ready-made classes and 

information developed by TraceSecurity Senior Engin eers and allows you to work at 

your own pace in a variety of formats. In addition,  TraceAssure Training can create 

quizzes based on the material to help measure the s uccess of your security program.

Key Features:

 Video & Text-based training

 Online testing & tracking of results

 Create your own online courses, including comprehe nsive tests

 Daily email notification for users who have not pa ssed required training courses

TraceAssure Toolbar is simple to manage and integra tes with Internet Explorer 4.0+ & FireFox
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Solutions:

Security Assessment

Penetration Testing

Social Engineering

Security Awareness Training

ID Theft Prevention

Application Testing

Compliance Audit

Policy Review & Development

TraceSecurity Compliance Manager

TraceSecurity provides a comprehensive 

suite of products that meet your regulatory 

requirements and protect your resources 

from the constant barrage of vulnerability 

attacks. TraceSecurity enables you to 

become proactive with your security 

planning.

TraceSecurity TraceAssure

This program eliminates the danger of 

identity theft from pharming, phishing, and 

man-in-the-middle attacks for you and your 

customers.

TraceAssure Authentication Server includes:

TraceAssure Authentication server and FREE

Web site authentication toolbars that also 

feature two-factor login authentication so 

that you can fully protect your customers.

TraceAssure in Action

TraceAssure’s groundbreaking, patent-pending Intern et authentication 

technology cross-references every Web page domain w ith the 

corresponding IP address. This information is valid ated against the 

secure TraceAssure White List.

Participating sites that have been validated will d isplay an 

Authenticated notification as well as posting the n ame of the 

organization the user is visiting. If a malicious s ite attempts to 

impersonate a legitimate Web site, it will fail aut hentication, and a 

“Not Approved” message appears. In addition, if a m alicious site were 

to perform a man-in-the-middle type of attack, Trac eAssure would 

catch the IP address difference and display a “Mali cious” warning.

Authenticated Malicious

Click here to update your account.

Visit a verified Web site and 

recieve the OK to proceed to 

login with strong authentication.

Visit a malicious Web site and 

receive an alert. Aware of potential 

fraud or theft, you can prevent it.

User ID:

Password:

Log In

The patent-pending two-factor 

authentication process begins 

transparent to the user.

If a unique challenge is met, you are 

granted secure access to the 

Web-based application (e.g., 

Internet banking, mortgage, etc.)

Download the
TraceAssure

toolbar today!


